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Project-ID-101-Three Tier Architecture(Expense note)

Objective:

A highly available three-tier architecture is to ensure scalability, fault tolerance, and seamless
performance for user interactions. The presentation tier (Windows EC2 web server) collects user inputs
(Integer & string). The application tier (running on the EC2 server) processes and stores data in an RDS
database. The database tier (Amazon RDS) ensures reliable storage, This architecture eliminates single
points of failure and can be enhanced with auto-scaling and load balancing for improved availability.

Architecture flow:
Route53 - Cloudfront = External Load balancer(Internet facing) = Auto scaling = Web tier = Internal
Load balancer(Non Internet facing) = App tier = Database tier | VPC Endpoint(Gateway) | EFS |

AWS Services required

1. Load balancer 7. NAT Gateway — Private subnet 12. VPC Endpoint
2. Autoscaling 8. SNS 13. EFS

3.EC2 9. Cloud Watch - Alarm 14. 1AM

5. Security Group 10.S3 15. Route 53

6. Internet Gateway — Public subnet | 11. AMI 16. Cloudfront
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% ap-south-1.console.aws.amazon.com/s3/buckets?region =ap-south-18&bucketType=general

oG e =

[Alt+5] (3] 2 @ o3 Asia Pacific (Mumbai) ¥ bkbala3710 ¥

Amazon 53

General purpose buckets Directory buckets

General purpose buckets

Directory buckets
General purpose buckets (4) info [AILAWS Regions

©)

Table buckets

Buckets are containers for data stored in 53
Access Grants

Access Points Q, Find buckets by name

ERiectlamuia e oz Name A AWS Region v 1AM Access Analyzer | Creation date
Multi-Region Access Points

March 29, 2025, 11:38:44

Asia Pacific (Mumbai) ap-south- el
anayzer 7o (UTC+05:30)

101-app-tier-bucket 1 y

Batch Operations

IAM Access Analyzer for 53 Asia Pacific (Mumbai) ap-south-

1

March 28, 2025, 21:45:21

3-bucket-01
uc (UTC+05:30)

analyzer for
Asia Pacific (Mumbai) ap-south- March 29, 2025, 11:38:19

Block Public Access settings for 1 LLaliE = (UTC+05:30)

this account
Asia Pacific (Mumbai) ap-south-
¥ Storage Lens 1

March 27, 2025, 23:04:17
(UTC+05:30)

View analyzer for ap-south-1
Dashboards

Storage Lens groups

@ CloudShelt Feedback ® 2025, Amazon Web Services, Inc. or its affiliates

A ntitled -..

Privacy Terms Cookie preferences

o

1%:41:11

T 3 buckets.. 29.03-2005

i1 O Type here to search @) s localDisk.. [l 101 wH 101-Three... Z531C ~ G wm gz D) NG

Last updated
less than a minute ago

Your VPCs (2) Info

@

v |

@y Search 1

Name v VPCID v | Block Public...

© off
© off

v | 1pvaciDr

101-vpc-custom 10.0.0.0/16

172.31.0.0/16

© 6 &

=== i
1 minute ago

=)

VPC dashboard Subnets (8) Info

Q, Find resources by attribute or tag

( Clear filters )

EC2 Global View [?

L]

Filter

by VPC

Subnet ID v | vpc

Virtual private cloud

Your VPCs
Subnets

Route tables
Internet Gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways

101-private-app-tier-sbn-az2
101-public-web-tier-sbn-az1
101-private-db-sbn-az1
101-public-web-tier-sbn-az3
101-private-db-sbn-az2
101-private-app-tier-sbn-az1
101-private-app-tier-sbn-az3

101-public-web-tier-sbn-az2

subnet-0ac8791286e5adale

subnet-04 83654a984b5

subnet-034fd96daad1fad76

vpc-026d3cdd 14064

-vpc-custom

026d3cdd 14064

-vpC-custom

vpc-026d3cdd 14064

-vpc-custom

vpc-026d3cdd 1406

-vpC-custom

vpc-026d3cdd 4

-vpc-custom

/pc-026d3cdd

-vpc-custom

vpc-026d3cdd 1406

-vpc-custom

spc-026d3cdd 1406

-vpc-custom
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4. Route table — 1 Public (3az) | 3 Private for each NAT in each az(3az-private) | 1 private for db in 2az

Q, Find

EC2 Global View [?
Name v | Route table ID

101-private-route-table-az2

Virtual private cloud 101-private-for-db

Yi VPCs
our s 101-private-route-table-az3

Subnets

Route tables

vpc-created-default-main-db-az1

Internet gateways
Egress-only internet 101-private-route-table-az1

gateways 101-public-route-table
DHCP option sets

5. 1GW-vpc

VPC dashboard Internet gateways 7) ( Actions ¥

EC2 Global View [?
v | Internet gateway ID

Virtual private cloud 107-igw
Your VPCs

VPC dashboard Allocate Elastic IP address

EC2 Global View [2 Fir g -

v Allocated IPv4 addr... ¥ | Type v Allocation ID v Reverse DNS |

. . i e _09 q
Virtual private cloud Public IP eipalloc-09fdd73e17c¢76db81
Your VPCs : Public IP eipalloc-0726b73d240ee8271

Subnets Public IP eipalloc-0647804089cc7a96b

7.3NAT in 3az public
VPC dashboard NAT gateways (3) ctions

Q Find ; : 1 @
EC2 Global View [?
Name NAT gateway ID v Connectivity... v State message v | Primar
101-nat-3-public-web-az3 Public -

Virtual private cloud 101-nat-1-public-web-az1 Public
Your VPCs 101-nat-2-public-web-az2 0 Public
Subnets

Network ACLS (2) it

Virtual private cloud Fir . ; 1 @

Your VPCs
v | Network ACLID v | Associated with v | Default v | wecip
Subnets
Yes
Route tables
8 y
Internet gateways 8 Subnets Yes
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8.1. NACLS - inbound

Filter by VPC

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways

Peering connections

Security
Network ACLs

Security groups

¥ PrivateLink and

8.2. NACLs- O

=)

Filter by VPC

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs
Managed prefix lists
NAT gateways

Peering connections

Security
Network ACLs

Security groups

¥ PrivateLink and
9. Security groups - 5

Security Groups (7) info

acl-0800dbde68a4661e5

Details i+

Network ACL ID
IO acl-0800dbde6B8ad661e5

Owner
[0 147997144024

Inbound rules

Inbound rules (2)

Q, Filter inbound rules
Rule number v | Type
100 All traffic

All traffic

acl-0800dbde68a4661e5

Details i

Network ACL ID
[0 acl-0800dbde6B8ad661e5

Owner
IO 1/7997144024

Inbound rules

Outbound rules (2)
Q, Filter outbound rules
Rule number v | Type

100 All traffic

* All traffic

Q, Find resources by attribute or tag

Name

101-private-app-sg

101-private-db-sg
101-external-lb-sg
101-public-web-sg

101-internal-lb-sg

Security group ID

g-Obad3aea5d1eefob0
415
7520

g-08b9c9fcd9bb43933

Outbound rules

Outbound rules

Associated with
8 Subnets

Subnet associations

Protocol v
All
All

Associated with

8 Subnets

Subnet associations

Protocol v
All
All

@G

Default
Yes

Tags

Port range
All
All

Default
Yes

Tags

Port range
All
All

v I Security group name

default

101-private-app-sg

default

101-private-db-sg
101-external-lb-sg
101-public-web-sg

101-internal-lb-sg

v

v

linkedin.com/in/bala3710/

3cdd14064d657 /

Edit inbound rules
&

1
Source v | Allow/Deny
0.0.0.0/0
0.0.0.0/0

® Deny

© o &

VPC ID
vpc-026d3cdd 14064
vpe-custom

Edit outbound rules
@

1

Destination v | Allow/Deny
0.0.0.0/0

0.0.0.0/0 (® Deny
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9.1. Security group of external load balancer allows only HTTP(80)
sg-0c2afcacc5639d415 - 101-external-lb-sg

(’ Actions ¥ ‘)

—_—

Details

Security group name
IO 101-external-lb-sg

Security group ID Description
[0 sg-Oc2afcacc5639d415 [0 http-access

Owner Inbound rules count
IO 147997144024

Outbound rules count

1 Permission entry 2 Permission entries

Inbound rules QOutbound rules Sharing - new VPC associations - new Tags

Inbound rules (1 ) &) ( Edit inbound rules
Q

Security group rulelD ¥ I IP version v Protocol v Port range Source

sgr-01fddafdb7c7cc127 IPvd TCP 80 0.0.0.0/0

4

9.2. Security group of public web tier allows only HTTP(80) from external load balancer SG
sg-052bfaf44e66e7520 - 101-public-web-sg

J—

( Actions ¥ )

Details

Security group name
[0 101-public-web-sg

Owner
[0 147997144024

Inbound rules Outbound rules

Inbound rules (2)

Q

Security group ID
[0 sg-052bfafdde66e7520

Inbound rules count
2 Permission entries

Sharing - new

VPC associations - new

Description
IO http only from external b

Outbound rules count
1 Permission entry

Tags

)

(’ Edit inbound rule:

Security group ruleID ¥ | IP version v Protocol v Port range v I Source

sgr-0531e494d9f794f8c - TCP 80
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9.3. Security group of internal load balancer allows only HTTP(80) from web tier SG
sg-08b9c9fcd9bb43933 - 101-internal-lb-sg

Details

Security group name
IO 101-internal-lb-sg

Owner
IO 147997144024

Inbound rules Outbound rules

Inbound rules (1)
Q

Security group ruleID ¥ IP version
sgr-04a0d316a310178ae -

4

Security group 1D
[0 sg-08b9cSfed9bba3933

Inbound rules count
1 Permission entry

Sharing - new VPC associations - new

v I Protocol

TCP

—_—

( Actions ¥ )

—

Description
[0 http only from public web tier

Outbound rules count
1 Permission entry

Tags

( Edit inbound rules )

v I Prrt range Source

80

9.4. Security group of private app tier allows only TCP(4000) from internal load balancer SG

sg-0e839d795c1cfeeab - 101-private-app-sg

Details

Security group name
[0 101-private-app-sg

Owner
[0 147997144024

Inbound rules Outbound rules

Inbound rules (2)
:-;\‘.

Security group rule ID ¥ IP version

sgr-03a48e2d32b131650 -

Security group ID
[0 sg-0eB39d795c1cfeeab

Inbound rules count
2 Permission entries

Sharing - new VPC associations - new

v Type v Protocol

Custom TCP TCP

e —

( Actions ¥ )

Description
IO http only from internal lb

Outbound rules count
1 Permission entry

( Edit inbound rules )

1 @

v Port range Source v | Description

4000
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9.5. Security group of private db tier allows only TCP(3306) from app tier SG

sg-Oba43aea5d1eef9b0 - 101-private-db-sg

Details

Security group name Security group ID Description

[0 1071-private-db-sg [0 sg-Obad3aeas5dieefsho [0 only from private subnet /pc-026d3cdd14064d657

Owner Inbound rules count Outbound rules count

[0 147997144024 1 Permission entry 1 Permission entry

Inbound rules Outbound rules Sharing - new VPC associations - new Tags

Q, Search 1 fr1]

Security group rulelID ¥ | IP version v | Type v | Protocol v | Port range Source v I Descriptic

sgr-02cdebcOcd21cc449 - MYSQL/Aurora 3306 sg-0e839d795c1cfeeab ... -

< ;

10. Endpoints — VPC gateway for a secure private connection between subnet’s and S3 — (Data won’t be transferred

via internet.

Endpoints 2) @ Gam ) CEXTEED
Q, Search 1 ol
Name v | VPC endpoint ID v | Endpoint type v | Status v

101-public-web-tier-ep-1 vpce-0c00f1ddec60abfo2 Gateway

101-private-app-tier-ep-1 vpce-00e3d8fh86430d134 Gateway

10.1. VPC endpoint — (Public subnet to S3) — public route table

vpce-0c00f1ddec60abf92 / 101-public-web-tier-ep-1

Details
Endpoint ID Status Creation time Endpoint type

[0 vpce-0c00f1ddec60abfo2 Saturday, March 29, 2025 at Gateway

19:16:39 GMT+5:30

VPCID Status message Private DNS names enabled
vpc-026d3cdd14064d657 (101-vpc- = Service name No

custom) [0] com.amazonaws.ap-south-1.s3

Route tables Policy

Route tables (1} @ ( Manage route tables )
Q, Search 1
Name v | Route Table ID

101-public-route-table rth-0c7eb77850db1492a (101-public-route-table)
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*Restrict the access by custom policy to access only a specific bucket
Policy

VPC endpoint policy controls access to the service

d
"Version™: "2812-18-17",

"Statement™: [
{

"Effect™: "Allow™,

"Principal™: "*",

"Action™: “s3:i¥™,

"Resource”: [
"arn:aws:s3:::181-web-tier-bucket™,
"arn:aws:s3:::181-web-tier-bucket/*"

General purpose buckets Directory buckets

General purpose buckets (4) info [AAWS Regions @

Buckets are containers for data stored in S3.

Q, Find buckets by name

Name AWS Region v 1AM Access Analyzer

Asia Pacific (Mumbai) ap-south-

101-app-tier-bucket 1

lyzer for ap-south-1

101-s3-bucket-01 Asia Pacific (Mumbai) ap-south-

lyzer for ap-south-1

1

101 -web-tier-bucket Asia Pacific (Mumbai) ap-south-

lyzer for ap-south-1

1

102-feedback-collection-27- Asia Pacific (Mumbai) ap-south-

lyzer for ap-south-1

03-2025 1

linkedin.com/in/bala3710/

| Creation date

March 29, 2025, 11:38:44
(UTC+05:30)

March 28, 2025, 21:45:21
(UTC+05:30)

March 29, 2025, 11:38:19
(UTC+05:30)

March 27, 2025, 23:04:17
(UTC+05:30)

Web tier access to app tier is not authorized, only can view web tier bucket as mentioned in policy

[root@ip-10-0-0-193 ec2-user]f aws s3 ls s3://101-app-tier-bucket

Terminate

Zn error occurred (AccessDenied) when calling the ListObjectsV2 operation: User: arn:aws:sts::147997144024:assumed-role/10l-ecZ-accessing—s3-ssm/i-05
06ca08595516ce6 is not authorized to perform: s3:ListBucket on resource: "arn:aws:s3:::101-app-tier-bucket"™ because no VEC endpoint policy allows the

33:ListBucket action
[root@ip-10-0-0-193 ec2-user]f ]
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10.1. VPC endpoint — (Public subnet to S3) — public route table
vpce-00e3d8fb86430d134 / 101-private-app-tier-ep-1

Details

Endpoint ID Status Creation time Endpoint type
|_|:| vpce-00e3d8fb86430d134 Saturday, March 289, 2025 at Gateway
19:18:46 GMT+5:30
VPCID Status message Private DNS names enabled

/p C - - Service name []
[0] com.amazonaws.ap-south-
1.53

Route tables Policy

Route tables (3) (© (Manage route tables )
Q h 1 1]
Name Route Table ID

101-private-route-table-az2

101-private-route-table-az

101-private-route-table-az1

I
L

P

"Wersion": "2012-18-17",
"Statement”: [

{
"Effect™: “"Allow",

(LB L]

"Principal”: R

och A B

"Action™: "s3:%",

=]

o]

"Resovrce™: [
"arn:aws:s3:::181-app-tier-bucket”,
"arn:aws:s3:::181-app-tier-bucket/*"

T}
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General purpose buckets Directory buckets

General purpose buckets (4) info [AilAWS Regions

Buckets ar ntainers for data stored in S3.

& AWS Region v 1AM Access Analyzer

Asia Pacific (Mumbai) ap-south-
1

Asia Pacific (Mumbai) ap-south-
1

Asia Pacific (Mumbai) ap-south-
1

Asia Pacific (Mumbai) ap-south-
1

: User:

:t on resource: "arn:aws

Auto Scaling groups (2) info

Name Launch template/configuration [ « |
101-private-web-tier-as emplate | VersionC 1

101-public-web-tier-as mplate | VersionD 1

" because no VPC endpoint pol

(G) ( Launch configurations ) ( Launch templates [ ) (

Instances A

| Creation date

March 29, 2025, 11:38:44
(UTC+05:30)

March 28, 2025, 21:45:21
(UTC+05:30)

March 29, 2025, 11:38:19
(UTC+05:30)

March 27, 2025, 23:04:17
(UTC+05:30)

Terminate

umed-role/101-ec2-ac: g-s3-3sm/i

allows the

F

Actions ¥ ) Create Auto Scaling group

—

1 @

Status Desired capacity

10
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11.1 Public-web-tier
101-public-web-tier-as

101-public-web-tier-as Capacity overview ( Edit )

\, /

|_|:| am:aws:autosgaling:ap-south-1:147997144024:autoScalingGroup:7e17ba31-f2c4-4901-b872-31ddd53f1799:autoScaling GroupMame /101 -public-w
eb-tier-as

Desired capacity Scaling limits (Min - Max) Desired capacity type Status
1 1-2 Units (number of instances) -

Date created
Sat Mar 29 2025 19:08:44 GMT+0530 (India Standard Time)

Details Integrations - new Automatic scaling Instance management Instance refresh Rctivity

Launch template

Launch template AMI ID Instance type Owner
|ﬁ 2 ﬁami—l’)—ieedoeﬁsg?gbaﬂ t2.micro arn:aws:iam::147997144024:root
101- public-web-tier-template

Version Security groups i Create time
Default - 50 Sat Mar 29 2025 19:05:05
GMT+0530 (India Standard Time)

*Launch template

Launch Templates (2) it (@) ( Actions v )
1 @

Q

Launch Template ID v Launch Template Name v | Default Version v Latest Version v Create Time

L 1 101-private-app-tier-template 1 1 2025-03-29T13:36:55.000Z

101-public-web-tier-template 1 1 2025-03-29T13:35:05.000Z

.3

11
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101'publir'WEb'tier'template (lt-033e36368d23cae76) ( Actions ¥ )( Delete template )

Launch template details

Launch template ID ! aunch template name Default version Owner
0 1t-0a3e36a68d23cae?6 0] 101-public-web-tier-template mfll O
arniaws:iam: 147997144024 :root

Details Versions Template tags

Launch template version details ( Actions ¥ ) ( Delete template version )

Version Description Date created Created by
1 (Default) I0) 101-public-web-tier-template- I0) 2025-03-29T13:35:05.000Z [m]
desc arm:aws:iam::147997144024:root

Instance details Storage Resource tags Network interfaces Advanced details

AMI ID Instance type Availability Zone Key pair name
[0 ami-04eed0e618979ba4d1 0 t2.micro - -

Security groups Security group IDs
- [0 sg-052bfaf44e66e7520

101-Simple-Scalinr-public

Policy type
Simple scaling

Enabled or disabled
Enabled

Execute policy when
101-public-web-tier-alarm

breaches the alarm threshold: CPUUtilization == 50 for 1 consecutive
periods of 60 seconds for the metric dimensions:
AutoScalingGroupName = 101-asg-public-app-tier

Take the action
Add 1 capacity units

And then wait
150 seconds before allowing another scaling activity
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11.2 Private-app-tier (ignore web in below image - assigned name is incorrect)

101-private-web-tier-as

~ Y

101-private-web-tier-as Capacity overview ( Edit )

—

[0 am:aws:autoscaling:ap-south-1:147997144024:autoScalingGroup:3f6d9f53-8f91-4efb-bba8-d3ebf6815ed9:autoScalingGroupName/101-private-we
b-tier-as

Desired capacity Scaling limits (Min - Max) Desired capacity type Status

1 1-2 Units (number of instances) -

Date created
Sat Mar 29 2025 19:10:16 GMT+0530 (India Standard Time)

Details Integrations - new Automatic scaling Instance management Instance refresh Activity

Launch template

Launch template AMI ID Instance type Owner
IO 5 1 [0 ami-0c373e3995666b7bb t2.micro arn:aws:iam:: 147997144024 :root
01-private-app-tier-template

Version Security groups Security group IDs Create time
Default - IC1 59-0e839d795 ab Sat Mar 29 2025 19:06:55
GMT+0530 (India Standard Time)

*Launch template

Launch Templates (2) i (@) ( Actions v )

Q - 1 @

Launch Template ID v | Launch Template Name v | Default Version v | Latest Version v | Create Time

101-private-app-tier-template 1 1 2025-03-29T13:36:55.000Z

101-public-web-tier-template 1 1 2025-03-29T13:35:05.000Z

*

13
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101-private-app-tier-template (lt-045ddec48d7896ee5) ( actions v ) (( pelete template )

Launch template details

Launch templa*e ID Launch template name Default version Owner
[0 1t-045ddec48d7896ee5 [0 101-private-app-tier-template mfll O
arniaws:iam::147997144024:root

Details Versions Template tags

Launch template version details ( Actions ¥ ) ( Delete template version )

Version Description Date created Created by
1 (Default) I0) 101-private-app-tier-template- I0) 2025-03-29T13:36:55.000Z [m]
desc arm:aws:iam::147997144024:root

Instance details Storage Resource tags Network interfaces Advanced details

AMIID Instance type Availability Zone Key pair name
[0 ami-0c373e3995666b7bb 0 t2.micro - -

Security groups Security group IDs
- 0] sg-0e839d795c1cfeeab

101-Simple-Scaling-private

Policy type
Simple scaling

Enabled or disabled
Enabled

Execute policy when
101-private-app-tier-alarm

breaches the alarm threshold: CPUUtilization >= 50 for 1 consecutive
periods of 300 seconds for the metric dimensions:
AutoScalingGroupName = 101-asg-private-app-tier

Take the action
Add 1 capacity units

And then wait
200 seconds before allowing another scaling activity
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SNS — Topic enabled for each scaling activity performed.

M Gmail Q, Search mail 3= ®@ @& @

[:] v (] H 1-20 of 20

&  Primary %3 Promotions {EED 2, Social (@ Updates
101-app Auto Scaling: launch for group "101-private-web-tier-as” - Service: AWS Auto Scaling Time: 2025-03-29T13:40:38.4867 Requestid:... T:10PM
101-app Auto Scaling: failed launch for group "101-privatr -web-tier-as” - Service: AWS Auto Scaling Time: 2025-03-29T13:40:20.959Z Req... TA0PM
101-app Auto Scaling: test notification for group "101-private-web-tier-as" - Service: AWS Auto Scaling Time: 2025-03-29T13:40:16.458Z R... 710 PM
101-web Auto Scaling: launch for group "101-public-web-tier-as” - Service: AWS Auto Sealing Time: 2025-03-29T13:39:18.440Z Requestid: ... T:09PM
101-web Auto Scaling: test notification for group "101-public-web-tier-as” - Service: AWS Auto Scaling Time: 2025-03-29T13:38:44.7427 Re 7:08PM
101-web Auto Scaling: termination for group "“101-public-web-tier-as" - Service: AWS Auto Scaling Time: 2025-03-29T13:27:42.723Z Reques... 657 PM
101-app Auto Scaling: termination for group "1071-private-app-tier-as” - Service: AWS Auto Scaling Time: 2025-03-29T13:27:04.026Z Reque... 657 PM

12. AMI — Autoscaling template was created by AMI (backedup by snapshots)

Amazon Machine Images (AMIs) (2) o @ (2 r in ) ([ NEETRD

Owned by me ¥ Q F

Name & v I AMI name v I Srurce v I Owner

public image ami-( 1 147997144024/public image 147997144024

private-image am b 147997144024 /private-image 147997144024

13 . Snapshot of AMI
Snapshots (2) info ) (@) (2 Re DI
Owned by me ¥ Q | 1 S

Name Vl Snapshot ID Full snapshot:size W Volume size « Description V| Storage tier ¥ | S
2.91 GiB 8 GiB Created by Createlmage(i-... Standard

2.04 GiB 8 GiB Created by Createlmage(i-... Standard

Volumes (2) i  uastupdated () (Tpctans v

ved filter sets

] 1 .ﬁz
Throughput ¥ SnapshotID | Created
- snap-0f30218... 2025/03,

snap-0bc0182... 2025/03;

.3

15
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15. LB —internal & external

Load balancers (2) (@) (' Actions v ) D

ad Balancing

@

DFS name VPCID v I Availabilit)
[0 internal-101-internal-lb-1-548481610.ap-south-1.elb.a... vpc-026d3cdd14064d657 3

[0 101-external-lb-1-182610859.ap-south-1.elb.amazona... vpc-026d3cdd14064d657 3 Availabili
3

{’ Actions ¥ } Create target group

1 @

v | ARN v Port v Protocol v Target type v Load balancer v VPCID
[0 am:aws:elasticloadbalancin... 80 HTTP Instance 101-external-lb-1 vpc-026d3cdd14064d

[0 am:aws:elasticloadbalancin... HTTP Instance 101-internal-lb-1 vpc-026d3cdd14064d
»

101'External'l.b'tg'1 { Actions ¥ )

Details

I8 ar

Target type Protocol : Port Protocol version
Instance HTTP: 80 HTTP1

IP address type Load balancer
IPv4 1

1 ®0 0

Total targets Unhealthy nused t Draining

0 Anomalous

101'internal'l.b'tg'1 ( Actions ¥ )

Details
|_|:| arm:a

Target type Protocol : Port Protocol version
Instance HTTP: 4000 HTTP1

IP address type Load [alancer
IPv4 10 Itl—T_B

1 ®0 0

Total targets Unhealthy Draining

0 Anomalous

16
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16. RDS database

oatabases (1 —

€ Filter by databases 1 o}
[=] DB identifier Status v Role v | Engine v Region ... ¥ Size v |

database-1 Instance MySQL Co... ap-south-1a db.t4g.micro

e Aurora and RDS Subnet groups

Aurora and RDS sbngrp01-101

Dashboard
Subnet group details

Databases
VPCID
rpc-026d3cdd14064d657 [A

Query Editor
Performance insights
Snapshots ARN

) am:aws:rds:ap-south-1:147997144024:subgrp:sbngrp01-101
Exports in Amazon 53

Automated backups Supported network types
Reserved instances L2
Proxies Description
sbngrp01-101

Subnet groups

Parameter groups

Subnets (2)
Option groups

N . Availability zone Subnet name Subnet ID CIDR block
Custom engine versions
Zero-ETL integrations New ap-south-1a 101-private-db-sbn-az1 subnet-0229636ecb86c1 e94_ﬂ 10.0.6.0/24

ap-south-1b 101-private-db-sbn-az2 subnet-034fd96daad1fa476 [ 10.0.7.0/24

17. Route table configurations
17.1 Public route table common for all public az1, 2, 3(10.0.0.0/16 — vpc internal communication — we can remove
this as well)

rtb-0c7eb77850db1492a / 101-public-route-table

Details Info

Route table ID Main Explicit subnet associations Edge associations
[0 rthb-0c7eb77850db1492a [0 No 3 subnets =

VPC Owner ID

vpc-026d3cdd14064d657 | 101- 0 147997144024
VpC-custom

Sizbnet associations Edge associations Route propagation Tags

Routes (3) soth v
@

Q, Filter routes 1

Destination v Target Propagated

pl-78a54011 vpce-0c00f1ddec60abfo2 No

0.0.0.0/0 igw-0b85e7805a1773001 No

10.0.0.0/16 local No
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No subnet association just created when the VPC created

rtb-03eb92087bcc9375b / vpc-created-default-main-db-az1 (actions v )

Details i

Route table ID Main Explicit subnet associations Edge associations
[0 rtb-03eb92087bcc9375b IO Yes = =

Owner ID
[01 147997144024

Routes Subnet associations Edge associations Route propagation Tags

Routes (1) Both v | ( Edit routes )
Q Fil e 1
Destination v Status Propagated

10.0.0.0/16 No

17.2 Private route table - private az1(10.0.0.0/16 — vpc internal communication — we can remove this as well)

rtb-02f196a3f71fdc6b1 / 101-private-route-table-az1 ((Actions v )

Details i

Route table ID Main Explicit subnet associations Edge associations
[0 rtb-02f196a3f71fdc6b1 [0 No 1

Owner ID
[01 147997144024

Routes Subnet associations Edge associations Route propagation

Routes (3) Both ¥ 1: Edit routes

1

Destination v Status Propagated

0.0.0.0/0

10.0.0.0/16

18
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17.3 Private route table - private az2(10.0.0.0/16 — vpc internal communication — we can remove this as well)

rtb-09273bb3477243a20 / 101-private-route-table-az2

Details Info

Route table ID Main Explicit subnet associations Edge associations
[0 rtb-09273bb3477243a20 [0 No subnet-0ac8791286e5adale /

private-app-tier-sbn-az2

VPC Owner ID
vpc-026d3cdd14064d657 | 101- [0 147997144024
vpc-custom

Routes Subnet associations Edge associations Route propagation Tags

Routes (3) son v
@

Q, Filter routes 1

Destination v Target Status Propagated

pl-78a54011 vpce-00e3daf 430d17 No

0.0.0.0/0 nat-05a7cce02f722b86a

10.0.0.0/16 local

17.3 Private route table - private az3 (10.0.0.0/16 — vpc internal communication — we can remove this as well)

rtb-088f280234f36aed2 / 101-private-route-table-az3

Details Info

Route table ID Main Explicit subnet associations Edge associations
[0 rthb-088f280234f36aed2 [0 No subnet-072e850afc37bc6f7 / 101-

private-app-tier-sbn-az3

VPC Owner ID
vpc-026d3cdd14064d657 | 101- [0 147997144024
vpc-custom

Subnet associations Edge associations Route propagation

Routes (3) son v
@

Q, Filter routes 1

Destination v Target v Status Propagated

pl-78a54011 vpce-00e3d8fb86430d134 No

0.0.0.0/0 753 216 No

10.0.0.0/16 No
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17.4 Private route table - private db — (No internet access) - (10.0.0.0/16 — vpc internal communication — we can
remove this as well)

rtb-053d1 85397&934€78 / 101 'privatE'for'db 1: Actions ¥ :

Details in7o

Route table ID Main Explicit subnet associations Edge associations
[0 rth-06ad185397e934c78 IO Ne 2 subnets =

Owner ID
[0 147997144024

Routes Subnet associations Edge associations Route propagation Tags

Routes (1) Both v | ( Edit rout
Q Fi 1
Destination v Status Propagated

10.0.0.0/16 No

18. Topic & subcriptions
@ @ o

Dashboard h 1 @
Topics

a | Type v ARN
Subscriptions

. Standard arn:aws:sns:ap-south-1:147997144024:101...
¥ Mobile

Push notifications 101-publi Standard arm:aws:sns:ap-south-1:147997144024:101...

Text messaging (SMS)

19. Cloud watch alarm with SNS enabled -

Alarms (2) Hide Auto Scaling alarms )

Q s Alarm state: Insufficient ... ¥ Alarm type: Any Actions status: Any

Last state update (UTC) v Conditions Actions

CPUUtilization >= 50 for 1 datapoints within 5

2025-03-29 13:54:00 )
minutes

CPUULtilization >= 50 for 1 datapoints within 5
minutes

@) Insufficient data 2025-03-29 13:52:27
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19.1 Alarm triggered SNS

ALARM: "101-public-app-tier-alarm" in Asia Pacific (Mumbai) inbex 8 B
@] 101-web <no-reply@sns.amazonaws.c hoursago) ¥ @ “ :
. tome v

You are receiving this email because your Amazon CloudWatch Alarm "101-publc-app-tier-alarm™ in the Asia Pacific (Mumbai) region has entered the ALARM state, because "Threshold Crossed- 1
out of the last 1 datapoints [53.21942141769582 (29/03/25 18:32:00)] was greater than or equal to the threshold (50.0) (minimum 1 datapoint for OK -> ALARM transition).” at "Saturday 29 March,
2025 18:33:56 UTC"

View this al-rm in the AWS Management Console:
hitps:/lap-south-1 console aws amazon com/cloudv-atch/deeplink js?region=ap-south-1#alarmsV2-alarm/101-public-app-tier-alarm

Alarm Details:

- Name: 101-public-app-tier-alarm
- Description: threshold attained
- State Change: OK -= ALARM

- Reason for State Change:  Threshold Crossed: 1 out of the last 1 datapoints [53.21942141769582 (29/03/25 18:32:00)] was greater than or equal to the threshold (50.0) (minimum * datapoint for
OK -= ALARM transition)

- Timestamp Saturday 29 March, 2025 18:33:56 UTC

- AWS Account 147997144024

- Alarm Arn: am:aws:cloudwatch:ap-south-1:147997144024:alam:101-public-app-tier-alarm
Threshaeld:

- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 50.0 for at least 1 of the last 1 period(s) of 60 seconds

Maonitared Matrie:

19. EC2 right running only 2 instance

-2 /7 . N - "
instances 2) T ) G +) QEEIEEENED

All states ¥

tate = running X] r s ) 1 [gg

Instacce ID Instance state Vl Instance type VI Status check Alarm status | Availability Zone Vl
@ Q t2.micro i rms ap-south-1a

@ e t2.micro i s ap-south-1a
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20. Demo
Bs: @ ®©©® HBHnn & 10 Fa B Gsy @st G w7 O Be

< y O N} A Notsecure 101-external-lb-1-182610859.ap-south-1.elb.amazonaws.com/#/

101 - AWS 3 TIER ARCHITECH - BKBALA3710’

Project-ID: 101-Three-Tier-Architecture_v1.0

17

%@ O Typeheretosearch g Y i @ g tlocabisk.. [ 100 2 ReactApp.. M) “Untitled-.. WH 101-Three.. Result A © @ 7 Q) ENG

:37:50
29-03-2025 E2 )

®©e BEn & 10 Fca B Gsy @t Gwvr w7 Al s ODH AR AR @ x sy +

(] & Notsecure 101-external-lb-1-182610859.ap-south-1.elb.amazonaws.com/#/ 2| @ A®

01 - AWS 3 TIER ARCHITECH - BKBALA3710°

Project-ID: 101-Three-Tier-Architecture_v1.0

@ HOME

B DB DEMO

22:37:59

- ! =1 Fa = . PFATE 7 ~
= p Type here to search * +. =) &) S LocalDisk... l 101 2 React App... . ‘Untitled -... w; 101-Three... Result A O m 7z Q) ENG 20032025 E?
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AURORA DATABASE DEMO PAGE

DEL
AMOUNT
I

Transport
Petrol
Snacks

Dinner

s @ ®6 Enr Hio @Ea @ @ sy @ s @ v =7 8 L= Bes DOH SR SR @x & sy

< > O D & Notsecure  101-external-Ib-1-182610859.ap-south-1.elb.amazonaws.com/#/db |ﬁ| -

X AURORA DATABASE DEMO PAGE

DEL
ID AMOUNT DESC

I
40 1632 Transport

@@ HOME

a1 5000 Petrol
42 8560 Snacks

E DB DEMO 43 15623 Dinner

101-external-Ib-1-182610858.ap-south-1.elb.amazonaws.com/#/db
22:3807

- : = Fa = e 7 =
E8  ° Type here to search ++ Si &f g LocalDisk.. T React App... . Untitled-.. ~ WH 101-Three... Result A~ G W& £ Q) ENG 0 o Ez
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21. Initially — CPU utliization was below 50% of public ec2, measuring CPU utilization of auto scaling group is the best

practice, but due to time constraint — | am setted up with ec2 public CPU utilization for quick alarm trigger...
By Br Bs & ®@c¢c EMr Er rx Hs e @v " (0 Be O @R @R @R

¢ O D % ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#InstanceDetails:instanceld=i-0c807b943463fa6... \ﬁ_| 8™ AT [ = @

CPU utilization (%) 5 minutes ¥ Average ¥ & UTC timezone ¥ D X

0

03-29 18:16
17:30 1735 E: 1 1 12000

HOCB07h9434631a626 2025-03-29 18:20 UTC

1 HICB07b943463M2626 2.17797469491 L\

s T3 Close
1}

oo - o % 00:01:18
. /O Type here to search +¢. =i &) g Local. l 101 l AWS ... ? Insta... . Unti... wa 101-T... _;_Day}.u =) 24°C A~ O tm =z i ENG T Es:

®cr @¢c EMr Ax BHr @s @@c @Wv W Be D9 @R AR AR
I:I % ap-south-1.console.aws.amazon.com/cloudwatch/home?region=ap-south-1#alarmsV2:?~ (search~'101-public-app-t... \Q| %" [ I = @

Q, Search [Alt+5] (3] fal @ ] Asia Pacific (Mumbai) v bkbala3710 ¥

CloudWatch Alarms (‘| ) Hide Auto Scaling alarms @

Favorites and recents Q  101-public-app-tier-alarm X Alarm state: Any Alarm type: Any Actions status: Any

S Name v | state 9 | Last state update (UTC) v | conditions

CPUUtilization >= 50 for 1 datapoints within 1
v Alarms Ao Qo 101-public-app-tier-alarm 2025-03-29 18:27:56 minute‘ feation R
In alarm

All alarms

¥ Logs
Log groups New
Log Anomalies

Live Tail

Contributor Insights

¥ Metrics

All metrics
(3 Cloudshell  Feedback

® 2025, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

a = =4 = 00:01:05
] H # 1 oy
E. jo) ype here to search oY S Local ? Alar... . Unti... w§ 101-T... 1 Day 3... = 24°C A D bm gz ) ENG 03-2025 Es




Project-ID-101-Three Tier Architecture linkedin.com/in/bala3710/

21.1. Enabling stress cmd in public ec2 to trigger alarm — (just as drill practice)

sh—4.25 sudo su

[root@ip-10-0-0-153 bin]§ pwd

fusr/bin

[root@ip—10-0-0-1%3 binlf dd .|.
[root@ip—10-0-0-1593 us=sr]lf pwd

fusr

[root@ip-10-0-0-193 usr]§ cd /home/ecZ user

bash: cd: /home/ec2 user: No sudh file or dijrectory
[root@ip—-10-0-0-15%3 usr]f cd /home/ec2-user
[root@ip-10-0-0-15%3 ec2-user]f pwd

fhome/ e

[root@ip—-10-0-0-193 ec2-user]f sudo dnf install stress —yl

*Threshold of 50% attained — alarm triggered
& ®c¢c Er Aax @EHr &s e @v ® ( Y Be O @R @R @r 1 Ir ] v =
h-1.console.aws.amazon.com/cloudwatch/home?region=ap- -1# sV 2:7~(se ~'101-public-app-t.. 2 | @ A& an & e =

(2] e} @ ] Asia Pacific (Mumbai) ¥ bkbala3710 ¥

<]

CloudWatch Alarms (']) [[J Hide Auto Scaling alarms Cle 0 r alarm Actions ¥

Favorites and recents Q, 101-public-app-tier-alarm X Alarm state: Any v Alarm type: Any v Actions status: Any v 1 3

[ n— O Name v | Last state update (UTC) v | Conditions | Acti

CPUUtilization >= 50 for 1 datapoints within 1

v . In alar 2025-03-2% 18:33:56
Alarms /o ®o & Inalarm = 3 minute

In alarm

All alarms

¥ Logs
Log groups
Log Anomalies
Live Tail
Logs Insights I

Contributor Insights

¥ Metrics
All metrics
Q CloudShell Feedback © 2025, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

:02

30-03-2025 Es |

8% O Type here to search +..,. i sgioal. i 00 Boaws. & aer. Mo wdoor. & vayi. Zyoarc A Gwm oz Q) NG

25
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*Auto scaling per

Br B Bs Q¢

Instances (3) info

Q, Find Instance by attribute

rmed as a result of alarm
®c =

x & s ¢

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Instances:search=:running;v=3;$case =tags:tru...

p

or tag (case-sens

running | X ]

( Clear filters )

Name £

Select an instance

[3) CloudShell  Feedback

B8 © Type here to search

Dashboard
EC2 Global View

Events

Instances
Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Degiicated Hosts

Capacity Reservations

¥ Images
AMIs
AMI Gatalog

[ CloudShell  Feedback

] L Type here to search

Instance ID
-0048b0f7178eedcd9
-0c80

63fa626

-03f66c9f0def5f746

+..

& e local. |00

B &s

O«

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Instances:

Instances (5) info

Q Find Instance by attribute or tag |

| Instancestate v |

© Terminated @ @
QaQ

© Terminated @ &
@ Q
QQ

Instance type
t2.micro
t2.micro
t2.micro
t2.micro

t2.micro

Select an instance

g Local.. [l 101

4+

case-sensitive)

linkedin.com/in/bala3710

[} Be O @R @R @R

| B A oG e =

[Als+S] Asia Pacific (Mumbai) v | bkbala3710 v

B & @ @

@ o=
( Instance state ¥ ) ( Actions ¥ ) D

Last updated
ess than a minute ago

©

All states ¥

@

Instance state v | Instance type ¥ | Status check | Alarm status Availability Zor
@

ad

@

t2.micro View alarms ap-south-1a

t2.micro A 1in alarm ap-south-1a

t2.micro @ Initializing View alarms ap-south-1b

® 2025, Amazon Web Services, Inc. or its affiliates. Privacy Terms. Cookie preferences

00:04:42

B aws. ® insta. M -uei. wdioT. & payl. ~D@ ez MNe oo B

S a1C

@ v Be O QR QR AR

AR

B3 4 @ @

oB %@

[Alt+S] Asia Pacific (Mumbai) ¥ bkbala3710 ¥

® o=
( Instance state ¥ ) ( Actions ¥ ) mn
@

All states ¥ 1

Last upd:
less than a minute

~©

v Status check | Alarm status | Availability Zone v | Public IPv4 DNS v |

View alarms ap-south-1a
View alarms ap-south-1a
View alarms ap-south-1a
View alarms ap-south-1a

View alarms ap-south-1b

® 2025, Amazon Web Services, Inc. or its affiliates

B oaws. 8 insto. M uei. wgor. & vays.

Privacy  Terms  Cookie preferences

T = 00:06:44
HUC ATB AR N g B
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21.2 Auto scaling triggered SNS

sse
)

M Gmail Q, Search mail 7= o

O~ (&) i 1-23 0f 23
K Primary ©  Promotions 2. Social @® updates

101-web 4 Auto Scaling: launch for group "101-public-web-tier-as™ - Service: AWS Auto Scaling Time: 2025-03-29T18:34:19.6237 Request... 12:04 AM
O ¥ 101-web Auto Scaling: failed launch for group "101-public-web-tier-as” - Service: AWS Auto Scaling Time: 2025-03-29T18:3... B W8 ®

22. Cost Management

8 Ectz024 - B8 Est2024- Doc Upda & Billing . x {781} YouT B Amazonir B Amazonir ® @) dollartor
us-east-1.console.aws.amazon.com, tmanagement/home?region=a uth-1#/home r [ I =

4 e o @ 1} Global v bkbala3710 v

© ©

Bil ing and Cost Billing a"d cost Management ( Provide feedback ) ( Cortact AWS support [ ) ( Reset layout )
Management

Choose billing view i Cost summary i i Cost monitor inro

Pri iev
nmary view Month-to-date cost Last month's cost for same time period Budgets status

$5.72 $0.00 /A 2 over budget
- compared to last month for same period Feb 1- )
Home Cost anomalies status (MTD)
Total forecasted cost for current month Last month's total cost & 5 detected
$6.15 $0.00 1 e

- compared to last month's total costs

Getting Started

Billing and Payments
Bills

Payments

Credits

Purchase Orders

Cost and Usage Analysis

Cost breakdown irto 2 Recommended actions (3) info
Cost Explorer

Cost Explorer Saved Reports Group costs by [ ‘]
A\ Budaget status

@ CloudShell Feedback © 2025, Amazon Web Se nc. or its affiliates. Privacy Terms Cookie preferences

i® P Type here to search i i ] W AWsRecordings ~ §% Billingand Cos.. W Project-ID-101-... & 3C ~ 5w

27
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i Est2024- i Est2024- Doc Upda & Bls|BE % ¥ (781) Youl B Amazonir B Amazonir (6) Whats? o +

0 %  us-east-l.console.aws.amazon.com/billing/home#/bills
ot (Ex] fa @ o] Global ¥ bkbala3710 ¥
B ez
e Billing ent (0] ®

Billing and Cost Bills i

[ — AT A N @I  sitling period: March 2025 v N(@B)]

Page refresh time: M
Choose billing view
AWS estimated bill summary i 8
Total charg payment information
Home Account ID Billing period Info Bill status Info

Getting Started 147997144024 March 1 - March 31, 2025 @ Pending

Billing and Payments . ) .
Service provider Total in USD

B Amazon Web Services India Private Limited USD 5.73
Payments

redis Estimated grand total: UsD 5.73

Purchase Orders

Cost and Usage Analysis . .
» Payment information i

Cost Explorer

Cost Explorer Saved Reports

@ CloudShell Feedback ® 2025, Amazon Web Services, Inc. or its affiliates Privacy  Terms Cookie preferences

11:1%51

72 O Type here to search A o B AWSRecordings % Bills|Bilingan.. W Project-ID-101-... & 30Cc A T wm F ) NG T 5
Ly - 202

Step to install web and app tier codes — configuration

. Login to private-app-tier-ec2 instance via SSM system manager — connect (key not required — IAM)
. sudo su (to became root user)
. whoami (to ensure we are in root user)
.cd .. (to move backward - /usr/bin to /usr)
. pwd (to ensure we in /usr)
. c¢d /home/ec2-user/ (to became to ec2-user)
. pwd (to ensure we in /home/ec2-user)
. ping 8.8.8.8 (to ensure internet access enabled via NAT)
. sudo yum install mysql -y (ensure access to S3 amazon-linux-repos/*) — if endpoint gateway has bucket restrict
policy.
10. mysql -h <DB EndPoint> -u admin -p
Ex: mysqgl -h database-1.c380a08uukyc.ap-south-1.rds.amazonaws.com -u admin -p
11. Enter password
12. CREATE DATABASE webappdb;
13. SHOW DATABASES;
14. USE webappdb;
15. CREATE TABLE IF NOT EXISTS transactions(

O 00 NOULL B WN -

id INT NOT NULL AUTO_INCREMENT,
amount DECIMAL(10,2),
description VARCHAR(100),

PRIMARY KEY(id)
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16.
17.
18.
19.
20.
21.
22.
23.
24.

25.
26.
27.

28.
29.
30.
31.
32.
33.

34.
35.
36.

37.
38.
39.
40.
41.
42.
43.
44,
45.
46.

47.

SHOW TABLES;
INSERT INTO transactions (amount, description) VALUES ('400', 'groceries');
SELECT * FROM transactions;
exit
update the **application-code/app-tier/DbConfig.js** file with your database credentials.
curl -o- https://raw.githubusercontent.com/avizway1l/aws_3tier_architecture/main/install.sh | bash
source ~/.bashrc
nvm install 16
nvm use 16 (You will see 'Now using node v16.20.2)
Node Version Manager — nvm
npm install -g pm2 (You will see 'found 0 vulnerabilities)
cd~/
sudo aws s3 cp s3://<S3BucketName>/application-code/app-tier/ app-tier —recursive
Ex: sudo aws s3 cp s3://demo-3tier-project/application-code/app-tier/ app-tier —recursive
Ls (app-tier)
cd app-tier/
npm install
Is ----> You will see 'index.js' file. We have to start that.
pm?2 start index.js (You will see the status as 'online')
To verify;

pm2 list (or) pm2 status
pm2 logs (You will not see anything in red colour, everything in white colour you should see)

At the end you will see something like; http://localhost:4000

ctrl + c— come out

pm2 startup
pm2 save
curl http://localhost:4000/health

It should return: This is the health check.

Creation of Internal Load Balancer for App Tier ec2 instance

Update the nginx.conf file in S3 with internal load balancer DNS.

Login to web tier ec2 via SSM system manager — connect (key not required — IAM)
sudo -su ec2-user

cd /home/ec2-user

curl -o- https://raw.githubusercontent.com/avizway1/aws_3tier_architecture/main/install.sh | bash
source ~/.bashrc

nvm install 16

nvm use 16

aws s3 cp s3://<S3 Bucker Name>/application-code/web-tier/ web-tier —recursive

Ex: aws s3 cp s3://demo-3tier-project/application-code/web-tier/ web-tier —recursive
Is ----> You will see 'web-tier

29
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48. cd web-tier

49. npm install

50. npm run build

51. sudo amazon-linux-extras install nginx1 -y

52. cd /etc/nginx (Your are in nginx path)

53. Is ----> You will see 'nginx.conf' file

54. sudo rm nginx.conf

55. sudo aws s3 cp s3://<S3 Bucker Name>/application-code/nginx.conf .
Ex: sudo aws s3 cp s3://demo-3tier-project/application-code/nginx.conf .
(contains link to contact internal load balancer)

56. sudo service nginx restart

57. chmod -R 755 /home/ec2-user

58. sudo chkconfig nginx on

59. Browse the public IP of web tier ec2 if 0.0.0.0 enabled in SG — you can see the website running in 3 tier

architecture.
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Note: | skipped route 53, cloud front, EFS, S3 event trigger — but we can also include those as described in
architecture diagram for the excellent availability and functionality...
Will be updating the missed service in the upcoming days...

Reference link : https://www.youtube.com/watch?v=0j-Hr_aulKA&t=721s
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